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CYBERSECURITY Training:
Security Awareness

WS:S1UTInIGINAD8MSNS: rmAQIigsAUADUWILODS (ﬁuun 2) w.A. 2560

Computer Crime Act.

(B.E. 2560)

Nowadays people use computers. Including a
large number of smartphones. Some people may
use it in a useful way. But some people may use it

to harm others indirectly as well.

Ac(lv‘:.m%l’?m Exclusive distributor

2550 2560

\J 3

The defamation considered to be in Remove “defamation” from the
breach of the Computer Crimes Act,
which the law says unable to
compromise. So even later the parties

will negotiate success or want to instead. And making law
enforcement more efficient

Version

Computer Crimes Act and
enforce it with the Criminal Code

The main difference between the
2560 and 2550 editions is that
“Defamation”is no longer an

withdraw the lawsuit.

offense under the Computer

Crime Act. OLD Version NEW Version

ActiveMedia

Exclusive distributor
Yhailand Co.Ltd. Ce T Rusie)
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W h q t i s Personal Data Protection Act

13D ws:swunyndaAuAsovdayadduynna w.A. 2562

PDPA is a law that protects the personal information of
Thai people. It applies to both individuals and juristic
persons registered in Thailand.

Including applicable to companies located in foreign

countries but selling products or services to Thai
customers.

Personal Data Protection Act
Used to be announced on May 27, 2020 until
May 12, 2020, it was announced to postpone

the enforcement for another 2 years (it was

June1,2022).
Thailand Co., Ltd. ny(‘\v’swe distributor

ActiveMedia
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Fines and Penalties

w.s.u.AuAspvYDYadduyAna Dunavinuaevls

ActiveMedia Excusive distributor
Viaiand coLa. Thaiand o

Personal Data Protection Act.

) v =2
- iz a2

Personal Data Use for according Collect for Consent s only 1 Independence of
Meaning to purpose only according to the owner of

base of processing.
purpose only P 9 personal data

iy r | v
Rights of the owner  JRZILECUCICRIE) Notification of the Duties of the data Right to complain

in Thailand
of personal data data controller controller

ActiveMedia
Thailand Co. Ltd.
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Security Awareness

F Information from the Office of the
e rs o n a q q Personal Data Protection Commission
. to solve questions and create a correct
° 4% understanding as follows:
Protection Act.

Photography - shooting video clips.
srapny X . P Install CCTV
And there are pictures of other L.
but no warning sign

people without their consent.

Post a photo or video clip with other The owner of personal data must give
people in it. On Social Media without consent every time before using the

consent data.

y Exclusive distributor
EsED Rl

What is
Malware
or Malicious Software is a program that is

M q qu re created for malicious purposes on a computer.

Method One

Trick users into entering the system
through different methods

Method Two

Attacks through various unpatched
system vulnerabilities.

ActiveMedia Exclusive distributor

Thailand Co.,L1d.
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Type Of
Mq qu I’e Computer Viru§ Adwqre

is a pl

vill change that
to another
wants

Spyware Trojan

Cor
is n that attempts an d

to collect o

from a corr suspicious file

ActiveMedia Exclusive istributor
LA Taliang

Type of Kgyloggers
Malware o

Ransomware

cord what

ed
syboards

threatens to demar

ransom to unlock them. Rootkits

Credential Stealers
steal your user

Cryptocurrency Miner
take t he operation
of the ¢ gto

mine dig
v Banking Trojans
lers

e similar to credential ste

|

but they ¢ fake tes to
trick users into logging into their
banking systern

ActiveMedia Exclusive distribut
ctiveledite Thallang: cibuter
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&

Ransomware is a type of malware
from cryptovirology that threatens
to publish the victim's personal
data or perpetually block access to

it unless a ransom is paid.

Ransomware

Exclusive distributor

ActiveMedia
Thailand Co. Lid.

How
Ransomware

Attacks

There are two main

Human-Operated Auto-Spreading
Attack through employees of Able to attack by itself through scenarios for an
organizations without various vulnerabilities that organization to be
knowledge. occur in our computer system,
¢ P Y attacked:
whether from Hardware, OS,
Software, Network.
ActiveMedia Exclusive distributor

Thailand Co. Ltd.
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Do Backup Immediately
Situqtion TEST 3u Backup Uayaoonunthionga
thda Ransomware ®
ADsApVMEgVTv

Call IT Support Immediately
Sulnsudvorhe IT '(ms:mao

Disconnect your PC Immediately
AanisI¥oucioyDVIASDVADUWILODS

v

UDVISALSONFQ

ActiveMedia
Thailand Co. L.

AABUYBIAMAD e

Breach costs have increased significantly as
companies embrace permanent remote working

Common hybrid working challenges
Phishing URLs

Insecure remote 2 )
working endpoints ﬂ Web threats

)

Malicious insider
Preoccupied .|-,,
IT staff

Popular 4 By
attack vectors A Ransomware

0

| | 5 -
Distracted o e
home workers — Infostealers
6

ActiveMedia ﬁ RDP attacks
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WHAT IS
SOCIAL ENGINEERING

Social Engineering Attack

- (Y
) &
3O

Your “friend” sends you Your emotions are The request is urgent
a strange message heightened

— 48 .
’

 J

The offer feels too good You're receiving help you The sender can't prove
to be true didn't ask for their identity

PAGE 11
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Social engineering

+
Attack types examples

777777 o] , yy
-

® HAVEA @ http:// =
== VIRUS! \/ @ g

v _J

Scareware Email hacking Access tailgating Phishing DNS spoofing
OO
%u’ O ° ) ‘

o o - I

N 0 -, =

Baiting Physical breaches Pretexting Watering hole Quid pro quo

attacks
Activeledia | Exclusive disibutor

lLuunQdou

usnue:msloudnooidu Phishing
Source:

https://phishingquiz.withgoogle.com/
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Communicate safely online Secure your accounts Safeguard your devices
Don't click links you don't request. and networks « Don't leave devices unattended.

* Use cybersecurity software.

Don't overshare personal information online.
* Keep your software up to date

Be cautious of online-only friendships.
Remember the signs of social engineering.
Acknowledge what'’s too good to be true.

* Use two-factor authentication.

*  Only use strong, unique passwords and
don’t use in every account.

* Consider a password manager.

* Set high spam filters.

» Don't allow strangers on your Wi-Fi

e e e

network.
* UseaVPN.
ActiveMedia » Monitor your account activity closely. Exchsive ditrbutor
| | |
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Personal Data
3-2-1BACKUP Rule

Have 3 Copies of your data

One copy is the production data (ie., the original data that you use for real-world)

purposes. The other two copies are backups.

Keep 2 copies to 2 separate devices

Second, at least two of the copies of your data should exist on storage devices
that are physically independent of each other.

For example, one could be on a network-attached device or a file server, and

another could be a flash drive that is not attached to the server at all

One Data Copy Should Exist Offsite

The third and final part of the 3-2-1 backup rule is that at least one copy of your

data should exist in an offsite location, meaning one that is physically located in a

different place than other copies.

ActiveMedia @I i satrvuncn

PAGE 14



CYBERSECURITY Training:
Security Awareness

- <<< SaruaauY dunugd dazldig

PAGE 15



CYBERSECURITY Training:
Security Awareness

Memo

PAGE 16
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Fax: (+66) 02-645-4299 Website : www.activemedia.co.th
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